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Winter TECH-SAFE Check-Up

 Home Network

 Cable/Internet Gateway
 Has the Network Name (SSID) been changed from the factory SSID?
 Has the ADMIN password been changed in the past year?
 Has the WIFI Key been changed from the factory key?
 Is the WIFI Key at least 12 characters long, with upper case, lower case, and 

numbers?

 Is there an additional router/MESH system installed behind the Gateway?
 Is the WIFI on the Gateway turned off (if using OpenDNS on the router/MESH 

system)?
 Has the Network Name (SSID) been changed from the factory SSID?
 Has the ADMIN password been changed in the past year?
 Has the WIFI Key been changed from the factory key?
 Is the WIFI Key at least 12 characters long, with upper case, lower case, and 

numbers?

Parental Controls Accounts

 Have passwords for Parental Control accounts (that parents have but children do not 
have) been changed in the last 6 months?

 Are all desktop apps updated?
 Are all apps on parents’ and children’s portable devices updated?
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Kids’ Parental Control Settings

 Phones & Tablets (APPLE)
 Do parents possess the login credentials for the AppleID accounts for all 

iPhones, iPads, & iPods?
 Check the devices’ iCloud settings to ensure the expected AppleID is in 

use. (i.e. the child has not created a separate, unknown account.)
 Do parents possess the unlock key for all iPhones, iPads, and iPods?
 Are iOS’s Screen Time Parental Controls implemented?

 Has the Screen Time passcode been implemented?
 Has the Screen Time passcode been changed in the last 6 months?
 Is the passcode varied enough? (Not: 1-1-1-1-, a “square” pattern such as 

2-4-8-6 or 1-3-9-7, etc.)
 Have content filters been reviewed for appropriateness to the child’s 

current age?
 Review APP LIMITS to adjust app time limits, as appropriate.
 Do contacts under COMMUNICATIONS LIMITS need adjusting?
 Review the ALWAYS ALLOWED apps.
 CONTENT & PRPIVACY RESTRICTIONS

 Review the settings for 
INSTALLING APPS & DELETING 
APPS settings to ensure they are 
set as desired.

 Review IN-APP PURCHASES
settings to ensure they are set 
as desired.

 Review ALLOWED APPS to
ensure only appropriate 
factory-installed apps are
available.

 Review Privacy Restriction
settings.  (NOTE: This only 

affects the ability of the child 
to make changes.  Actual
settings are changed in the

SETTINGS app.
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Phones & Tablets (Android)
 Do parents possess the login credentials 

or the Google accounts for all Android 
phones and tablets?
 Check the devices’ settings to ensure

the expected GoogleID is in use. (i.e. 
the child has not created a separate,
unknown account.)

 Do parents possess the screen lock key for all
phones and tablets?

 Are 3rd Party Parental Controls implemented?
 Review content filters for appropriateness to the child’s current age
 Review APP LIMITS to adjust app time limits, as appropriate.
 Review the ALWAYS ALLOWED apps.
 Content & Privacy Restrictions

 Review the settings for INSTALLING APPS & DELETING APPS settings 
to ensure they are set as desired.

 Review IN-APP PURCHASES settings to ensure they are set as 
desired.

 Review ALLOWED APPS to ensure only appropriate factory-installed 
apps are available.

Computers
 Do each member of the family have separate logon accounts on all 

computers?
 Have passwords, especially parents’ passwords, been changed in the last 

6-9 months?

 Are parental controls set up via the Operating Systems (i.e. Windows, macOS)?

Windows
 Have all Login Passwords

been changed in the past year?
 Review Content Restrictions for each child.
 Review Content Restrictions for each PARENT.
 Review time limits

 Apple
 Have all Login Passwords been changed in the past year?
 Review Content Restrictions for each child.
 Review Content Restrictions

for each PARENT.
 Review time limits
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Streaming Accounts & Devices

 Accounts
 On each TV/ device, are the accounts in use the expected ones? (i.e.: Someone

hasn’t signed in on an account that you don’t control.)
 Review Each Account’s Parental Controls

 Amazon PRIME
 Apple+
 CBS All Access
 Disney+
 Hulu
 HBO Now
Movies Anywhere
 NBC
 Philo
 Playstation VUE
 Netflix
 Sling
 Starz
 VUDU
 YouTubeTV

 Devices
 Are device parental controls set? (Usually a PIN to approve mature fare)
 Has the PIN been changed in the last year?
 Are logins used on the device (if any) the ones approved of by parents?
 Is the system software up to date? (Check in SETTINGS)
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Game Systems Review
 Review what game systems are used in the house
 Ensure system software is up to date (in settings)
 Review all games for appropriate ratings.

 Don’t forget to review games/apps that 
were downloaded instead of bought in 
stores.

 Ensure system accounts are the expected ones (kids haven’t 
set up “secret” accounts.

 Review parental controls
 Change Parental control PINs and passwords
 Ensure system accounts are set to only use gift cards, not credit/debit cards

Social Media Platforms
 Review all devices to ensure only approved social media apps are installed

 Don’t forget to look in groups, and on all pages of icons
 Ensure, if any social media apps are installed, that they are using authorized 

credentials (no secret accounts)
 Change passwords for all social media accounts in use (should be done annually or 

semi-annually)
 Ensure social media is monitored (Recommend BARK at www.bark.us)

eBooks (Kindles, Nooks, and iBooks)

 Identify which eBook hardware/software is in use (i.e. KINDLE can be a tablet, or an 
apps on a phone or computer.

 Review parental controls for eBook systems
 Review parental controls for eBook accounts: 

Amazon (Kindle), Apple (iBook), or Nook
 Review purchased books. 

 Don’t forget to review books in the cloud 
or available for download

 Don’t forget to review which books may have
recently been deleted
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Web Browsers

 Are only authorized browsers in use on each device?
 If parental control apps use a special browser,

is SAFARI or Edge turned off?
 Is the history of each browser being regularly 

reviewed?
 Are children signing into browsers with known

accounts?

Home Items

 Are children’s portable devices being placed in a central location 1-hour prior to 
bedtime? (and also being charged for the next day?)

 Are parents regularly reviewing portable devices as they are charging?
 Are children’s bedrooms free of screens of any type?
 Are children’s bedrooms free of any “home assistants” such as ECHO DOT or 

GOOGLE MINI, etc.?
 Are children’s bedrooms free of any cameras or video capable devices, as is  

appropriate to their age?

The TECH-SAFE SEMINARS!

7www.knightsqust.org


	Slide Number 1
	Winter TECH-SAFE Check-Up
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	The TECH-SAFE SEMINARS!

